KILL Shield Gateway

KILL
KILL Shield Gateway



KILL Shield Gateway

KILL Shield Gateway ..ot sttt nre 1
...................................................................................................................................... 1
............................................................................................................................ 1
................................................................................................................................ 1
................................................................................................................... 2
.......................................................................................................... 3

KILL Shield GaLEWEY ........ccvvereeeeereirieieireiscseieeieiseissseeeseessessees 4

KILL Shield Gat@Way oottt st ae s be s reenaenrenre 4
KILL Shield Galeway = = ettt 5
KILL Shield Galeway ettt 8
KILL Shield GalEWEY .ottt 8
............................................................................................. 1
.................................................................................................................................... 12

KILL Shield Gateway = oottt s st nnesne 13
KILL Shield Gateway = ettt st re s 13
KILL Shield Gat@way = ittt st sttt s ae e e s 14
.......................................................................................................................... 14
.......................................................................................................................... 14
............................................................................................................................ 14
.................................................................................................................................... 15

KILL Shield Gateway = e e e 15
.............................................................................................................................. 15
............................................................................................................ 16
................................................................................................................. 16

KILL Shield Gat@way = ettt st s sre s 16
KILL Shield Galeway = ettt 16
.............................................................................................................................. 17

TOBASE-T ot 17
......................................................................................................................... 18

KILL Shield Gateway = = e 19
................................................................................................................................ 19

/ —POWEL e 19
—RESEL e 19

—SaleCt  AJUSE e 19
e e 19

KILL Shield Gateway = = et s 21



KILL Shield Gateway

KILL Shield Gateway = e e e
KILL Shield Gateway = = ettt re e
KILL Shield Gateway = ettt



KILL Shield Gateway

©2002-10-10

KILL™

2002-10-10



KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway
ICSA
“ 100% ” 18
KILL Shield Gateway

KILL Shield Gateway ~ Web

1-1




KILL Shield Gateway

1-1

DDOS
DDOS
DDOS



KILL Shield Gateway

Internet

Nimda CodeRed
HappyTime Klez

) ARCservel T

AVB



KILL Shield Gateway

KILL Shield Gateway

Internet
ICSA, International Computer Security Association
2000
1998 32% 1999 56% 2000 87%
1-2
1996 1997 1998 1999 2000
74% 88% 67% 39% 7%
E-mail 26% 26% 32% 56% 87%
Internet 12% 18% 12% 13% 2%
15% 20% 11% 13% 1%
1-21996 ~2000 ICSA
err.]ai I 13 ” 13 ” 13 V BS ”
“ JavaScript " 1998 Happy 99(Win32/Ska)
1999 3 2000 ILOVEYOU 2002

KILL Shield Gateway



KILL Shield Gateway

) - Notes Exchang Sendmail Qmail Postfix

--KILL Shield Gateway

SMTP
SMTP KILL Shield
Gateway
KILL Shield Gateway
KILL Shield Gateway SMTP KILL Shield Gateway
SMTP  SMTP ---ESMTP
KILL Shield Gateway
KILL Shield Gateway
(SMTP)
MX MX
MX
MX Email MX
MX
KILL Shield Gateway KILL Shield
Gateway MTA KILL Shield Gateway

KILL Shield Gateway SMTP MX KILL Shield



KILL Shield Gateway

Gateway 1-1

DNS KILL Shield
Gateway

DNS
1-1 KILL Shield Gateway

DNS RELAY (
RELAY

Gateway

SMTP

KILL Shield Gateway

KILL Shield Gateway 1-2

Internet

)

P
KILL Shield



KILL Shield Gateway

KShield Gateway
/

No

Yes

No

Yes

MX Server

1-2 KILL Shield Gateway

KILL Shield Gateway
ICSA

“ 100%



KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

° B/S KILL Shield Gateway
°
°
o
°
o
® SMTP
SMTP KILL Shield Gateway
KIShield Gateway
SMTP
KILL Shield Gateway SMTP SMTP
POP3 Windows
ESMTP
® \WaichDog KILL Shield Gateway WatchDog KILL Shield Gateway
WatchDog
KILL Shield Gateway

>

B/S KILL Shield

Gateway

>

KILL Shield Gateway ICSA
100%



KILL Shield Gateway

>

KILL Shield Gateway
>

KILL Shield Gateway

KILL Shield Gateway

>

KILL Shield Gateway
>

KILL Shield Gateway
>
KILL Shield Gateway

>

KILL Shield Gateway
[



KILL Shield Gateway

u ( )

KILL Shield Gateway

>

KILL Shield Gateway

]

]

]

]

]
>

KILL Shield Gateway WatchDog KILL Shield

Gateway WatchDog
>

KILL Shield Gateway
KILL Shield Gateway
KILL Shield Gateway
>
ISP ASP MTA
KILL Shield Gateway MTA
KILL Shield Gateway MTA

> SMTP

-10-



KILL Shield Gateway

SMTP SMTP
KILL Shield Gateway KILL Shield Gateway
RELAY SMTP KILL Shield Gateway
SMTP SMTP POP3 Windows
>
KILL Shield Gateway
KILL Shield
Gateway
>
KILL Shield Gateway
KILL Shield Gateway
KILL
Shield Gateway KILL Shield Gateway
Internet
KILL
Windows NT/2000/XP  Windows
95/98/Me Windows3.x DOS Macintosh Novell Netware Linux Unix

Lotus Notes, Microsoft Exchange

-11-



KILL Shield Gateway

—KILL Shield Gateway

KILL Shield Gateway

1 ”

web www.kill.com.cn

010 65612426, 010 65612408 010
65612410

-12-



KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

MUA
Notes MTA MTA
DNS
MTA SMTP Email
MUA POP3 IMAP4 2-1
MTA SHTE HTA
SETF. Ezchange.
Hotes
domain
™
DNS
MUA
e
MTA RELAY MTA
2-1
KILL Shield Gateway
KILL Shield Gateway SMTP
“ KILL Shield Gateway "
) MX
) DNS KILL Shield Gateway
() KILL Shield Gateway IP

KILL Shield Gateway

-13-

SMTP Exhange

MTA

MailBox

FOFS. IHAPH.
Wotes. Ezclange

MUA

MX



KILL Shield Gateway

KILL Shield Gateway

AL Tnpat AC 110230
Switch

2-2 KILL Shield Gateway

Power Switch Butto

TEMFPF SELECT
FAN
LAN ADJUST
HDD

2-3KILL Shield Gateway

406 408 406

-14-



KILL Shield Gateway

408
600
406 408

KILL Shield Gateway 2-1

800

1
1 VGA
1 USB

Intel PIlI 866

1 A78A Panel LCD/A106 Alarm board

440x431x44(WxDxH)(mm)

0~40

5~95% RH

2-1 KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

) KILL Shield Gateway
) KILL Shield Gateway

°

°

] UPS

-15-




KILL Shield Gateway

KILL Shield Gateway

() KILL Shield Gateway KILL
Shield Gateway
) KILL Shield Gateway
KILL Shield Gateway 2-2
1 KILL Shield Gateway | 1
2
3 AC
4 L 1 1

2-2 KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway EIA

KILL Shield Gateway
2-4

-16-

19




KILL Shield Gateway

gl
°
® / TTrT¢C "':
°
® e -:
Temp seLECT()
O 00000 FAN 00000 Ol o
® 00000 i mst) 0000 @ Q !
I_
-
t

2-4 KILL Shield Gateway

KILL Shield Gateway
220V

KILL Shield Gateway

10BASE-T
KILL Shield Gateway ~ 10 BASE-T
(HUB) 10BASE-T
KILL Shield Gateway 10BASE-T

KILL Shield Gateway

-17 -



KILL Shield Gateway

KILL Shield Gateway
KILL Shield Gateway

-18-



KILL Shield Gateway

KILL Shield Gateway

“ KILL Shield Gateway

/ —Power
Power /
/
—Reset
—Select  Adjust
LCD
Select 3
Adjust
Select 3

KILL Shield Gateway

-19-

LCD

LCD



KILL Shield Gateway

KILL Shield Gateway

RPM
KILL Shield Gateway
70
Temp
Warning
TO Over Heat
70
KILL Shield Gateway
1000 /

Fan

Warning
FanO Fail

KILL Shield Gateway WatchDog
Watchdog
Watchdog

-20-



KILL Shield Gateway

Warning
System Holding

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway
B/W

172.16.88.88

KILL Shield Gateway

DNS
KILL Shield Gateway

KILL Shield Gateway
https://KILL Shield Gateway IP (

IP) KILL Shield Gateway

31

KILL Shield Gateway

3-1KILL Shield Gateway

“ admin”

KILL Shield Gateway
" ki||k$” 13 ”

-21-



KILL Shield Gateway

® - "

® - "

® "

® - "

o ” 408

® - "

® - "

® - "

o - "

KILL Shield Gateway “ "
KILL Shield
Gateway
32

3-2KILL Shield Gateway !

-22-



KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway
113 / ”

30

“ noou " KILL Shield Gateway

KILL Shield Gateway KILL Shield Gateway
4 33

-23-



KILL Shield Gateway

3-3 KILL Shield Gateway

“ " KILL Shield Gateway FQDN Fully
Qualified Domain Name mb.ca-jc.com
“ " 192.168.168.1
IP “ eth0” “ ethl”
“IP K KILL Shield Gateway IP
192.168.168.5
“ " 255.255.255.0

34

3-4KILL Shield Gateway !

“ DNS ? IP 3 DNS

-24-



KILL Shield Gateway

35

3-5KILL Shield Gateway

SSH Secure Shell  SSH TELNET
FTP

3-6

3-6 KILL Shield Gateway

-25-



KILL Shield Gateway

406 KILL Shield Gateway
408 KILL
Shield Gateway

3-7KILL Shield Gateway ~ “ "’

406

« "o KILL Shield Gateway

-26-



KILL Shield Gateway

408
KILL Shield Gateway
admin killksg
“ § 3-8

3-8 KILL Shield Gateway  “ !
“ ? 406

-27 -



KILL Shield Gateway

Hicrosoft Internet Exy il

3 B A A R —

“ ” “ ” o

KILL Shield Gateway

KILL Shield Gateway

-28-

Secretd5

KILL

39



KILL Shield Gateway

3-9KILL Shield Gateway

KILL

ftp://download.ca-jc.com/update/av

KILL Shield Gateway

15 15

3-10

RERE (&

3-10 KILL Shield Gateway

-29.-



KILL Shield Gateway

3-11 KILL Shield Gateway  “ B

KILL Shield Gateway

“ ” & ” KILL s]idd Gater

-30-



KILL Shield Gateway

3-12KILL Shield Gateway  “ "

KILL Shield Gateway

/

°

user@domain

domain.name domain.name email company..com

company.com domain.name

user(@ Roxy@
Roxy
° /

ns.company.com

company.com .domain.name( )

-31-



KILL Shield Gateway

IP 192.168.88.1
IP 192.168.88 192.168 192

“ ? IP SMTP
3-13

3-13KILL Shield Gateway * !

MTA MTA
SMTP
KILL Shield Gateway KILL Shield Gateway
SMTP KILL Shield Gateway KILL Shield Gateway
ESMTP
SMTP SMTP
SMTP KILL Shield Gateway = SMTP “ §

KILL Shield Gateway

KILL Shield Gateway
L IP “ P ” P
° SMTP SMTP

KILL Shield Gateway

-32-



KILL Shield Gateway

“ IP ! KILL Shield Gateway
IP IP /
192.168.88.0/255.255.255.0 IP
“ SMTP ? KILL Shield Gateway
SMTP
408
3-14

3-14KILL Shield Gateway *

cajc.com KILL Shield Gateway

-33-

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway



KILL Shield Gateway

! KILL Shield Gateway “ ?

KILL Shield Gateway 1 18

3-15

s ini

3-15KILL Shield Gateway ~ * ,

test.com



KILL Shield Gateway

3-16

KILL Shield Gateway

17

3-17 KILL Shield Gateway “ "

-35-



KILL Shield Gateway

“ " KILL Shield Gateway ca-jc.com
408 406

“ ” KILL Shield Gateway

IP KILL Shield Gateway
KILL Shield Gateway 1 18
111 ” 111 g\/ITPII
MTA MTA
SMTP
KILL Shield Gateway KILL Shield Gateway
SMTP KILL Shield Gateway KILL Shield Gateway
ESMTP
SMTP KILL Shield Gateway SMTP
KILL Shield Gateway = POP3 SMTP SMTP
POP3 KILL Shield Gateway

-36-



KILL Shield Gateway

408

SMTP

Gateway

3-18 KILL Shield Gateway  * ,

" KILL Shield Gateway
406

! KILL Shield Gateway 406 408

SMTP  POP3
SMTP KILL Shield Gateway
SMTP
SMTP
K SMTP IP ) i
SMTP 25
POP3 SMTP KILL Shield
POP3 SMTP KILL Shield Gateway
POP3 POP3
“ " SMTP IP “

POP3 110

-37-



KILL Shield Gateway

3-19 408

v
&
- |

L™

|
1

3-19KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

-38-



KILL Shield Gateway

3-20

3-20 KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

KILL Shield Gateway

-39-



KILL Shield Gateway

KILL Shield Gateway

3-21

3-21 KILL Shield Gateway

24

KILL Shield Gateway

10



KILL Shield Gateway

BB, WA B

nEEE ARSI LS

1

0]
1015
& D0
i -1
LR B
o D
i DO
1 m-T 8
[ R
i Dol
1 E-1k
L1
1200125
(B R
[ER-JTH ]
1500155
g L4
[ERCELH
LY, SN
15 D015 59
B D 5
£1EeE
wE .
raguiga gl

3-22 KILL Shield Gateway

=

0

BE, ca-je. com By, 002-7-1 B 2002-H-3
L [l X i
5 e 1 LM 5 SR L IR
] WAL [ — T AT I
AT BEE | BN e R —
el T . | § 1T L] I
LT TE ] W CTTL T LT ] BE TAN I
WA IEY e LBl Lenl] b e A I
FATTET . — TN LU TL] —
S T T | ST [l [
[ET [ W T PE WA [
EAHT | . 1Bzl en TTe | ——
i - L Tp Lol ] —
- = i AT [T [
1 5] [ | L T [TH; —
AT & i ] LR —
LUE] o L] ™ Ea
Wi = AT I LT 14 IR |
[T ] TN RIET A i
I S [ ] A Ly ]
i i G — Jile LR ] 1
| 5 AT - LjRa ™ e 1
3l ] L L AT LRI -
Faiac B — =TT | & Ea -
o | Wl L T i TS BT A [
nima| o I 1 D B e —
B IR . EE—— TTRIA LB ——

-41-

BENE Byl Toald Seraror # 8 TS TS



KILL Shield Gateway

KILL Shield Gateway

15

report by time

KILL Shield Gateway
3-23

Bicrosoft Internet Explorer EI

\‘!) THAEIEH KILL Shield Gateway 408 A7

HRiH

3-23 KILL Shield Gateway

3-24

-42-



KILL Shield Gateway

3-24 KILL Shield Gateway

BEAwm, HER!

KILL Shield Gateway

KILL Shield Gateway

KILL Mail Shield Gatewa

W AGEE AT — TR ( 10ca-
jccom) s M EBITHE SRR (RINEE
{f » FTLRLAEE

KILL Shield Gateway

KILL Shield Gateway

domain.com DNS
DMZ

Internet




KILL Shield Gateway

domain.com

192.168.1.1 202.1.1.1
mail.domain.com
pop3. domain.com

smtp. domain.com

DNS IP 192.168.1.3

192.168.1.254

SMTP 192.168.1.1

smtp.domain.com

pop3.domain.com

KILL Shield Gateway

KILL smtp.domain.com
KILL IP 192.168.1.2 202.1.1.2
KILL DMz
1

KILL Sh|eld GaIEWay b noo_w ”
smtp.domain.com [P 192.168.1.2 192.168.1.254

2
p no_u » DNS IP192.168.1.3

KILL Shield Gateway




KILL Shield Gateway

1
KILL “ ” “ SMTP ”
13 ” 3
2
“ S ” domain.com
192.168.1.1 “ ”
3
13 ” - 13 ” w TP
192.168.1.1 “ §
smtp.domain.com  pop3.domain.com
IP 192.168.1.2
KILL
DNS
IP DNS smtp.domain.com
IP IP 192.168.1.2 nslookup DNS
smtp.domain.com
smtp.domain.com KILL pop3. domain.com
DNS



KILL Shield Gateway

1 DNS

DNS domain.com MX

DNS

domain.com IN MX 10 mail.domain.com.

mail . domain.com. INA 202.1.1.1
smtp. domain.com. INA 202.1.1.1
pop3. domain.com. INA 202.1.1.1

domain.com IN MX 10 mail.domain.com.
domain.com IN MX 5 smtp.domain.com.
mail. domain.com. INA 202.1.1.1
pop3. domain.com. INA 202.1.1.1

smtp. domain.com. INA 202.1.1.2

nslookup dig DNS
2
202112 25 IP
192.168.1.2
1 sina.com
KILL
“ X-KILL ShieldGateway-Checked”
2
KILL
DNS
Cache DNS
3

-46-



KILL Shield Gateway

KILL
® KILL
KILL KILL
virusin-the-wild 100%

® KILL Shield Gateway

http://downl oad.ca-jc.com/update/av

)
() 408
408 SMTP
admin@domain.com
o

KILL Shield Gateway

® KILL
KILL
® KILL web mail
KILL web mail web mail
web mail
o KILL
KILL

- 47 -



KILL Shield Gateway

KILL Shield Gateway ‘ "



